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O rootz H&EJUS 4F /sudoz REHTHS ARUS 87 A~
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21l (Shell) K

O R2EANA LHEFHE)2E X ArO|0f HHO| AHLO|AZ A=
O 20 =&l ZTETEJ} LI2L}
= “shell level”0f| QILC} WOE
\ DOD
= YHO|S YT = Qlrt. .
.
O echo $SHELL [
a \l 1%
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2l A H2{0| (Command) e

O [command] [argumentl] [argument2]... »3%

O CommandO| 2t AFE7tsSt argumente| @Al 50| CtECF
O command?| At HHEH-S [ A|SE= option

O mjo|Lt ClHEZ|9| O] F/8 =




2|2 HEO (Command) X

O +3S WHOIS BT H| 7|%s7| = ojYL) %%

O man [HHO] So%
O manual

O 2 FHolo| Oj= HO|XIE oL}




cling@sparcs:~% apropos mount
free (1) — Display amount of free and used memory in the
mklost+found (8) create a lost+found directory on a mounted Linux secon...
mount (2} mount and unmount file
mount (&) mount a file system
mount.nf=s (&) mount a Hetwork File
mountpoint (1) zee if a directory
(2} setup devices and file
showmount (&) show mount information for
delay for a specified amount
mount and unmount file
unmount file systems

X
unmount a Network File
t file

- mount and unmount £

cling@sparcs:~% man umﬂuntl




umount

SYNOPSIS

Linux Programmer's Manual UMCUNT (8)

umocunt [-hV]

umount —a [-dflmnrv] [-t wfstype] [0 options]
umount [-dflnrv] dir | device [...]

DESCREIFTICH

The wumount command detaches the file system(s) mentioned from the file
hierarchy. & file system is specified by giving the directory where it

ha=s been mounted. Giving the special device on which the file

system

.
=X
lives may also work, but i=s obsolete, mainly because it will fail in
X r r X
case this

device was mounted on more than one directory.

Hote that a file system cannot be unmounted when it is “busy' -

example,
working

when there are open files on it, or when some process has
directory there, or when a swap file on it is in use.

offending process could even be umount itself - it opens libc, and libc

in its

turn may open for example locale files. A lazy unmount avolds




ZAZ (Path) X

O ItHAIAE LIOA S| K|S LtEtLi= LtE 1 R72[ O|lF5 42
(Path)2} 10 StCt.
D<>D
O HL{ B & (absolute path)
O Working directory2} A2t 10| Z2 F=AE LIEIHLCE
O IUA[AES| root(Z[& ) CIFEZ|Z A[XfSHCt




A Cl=lE2| (Working Directory) *
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10
I=

ENL= o CIHEC|QF AL 0] QAT

ot T2 M| AT bulgom.txtQ| LH- S boolgom.txt0f| S AtsSte] SHCt.
0| = Z M| A 9| working directoryZt /WheelO|2} 11 S}HA}.
/Wheel/bulgom.txto| L &= /Wheel/boolgom.txt0f| = A}SHA| =ICH

O 2o| X C|AEZ = 2K O HAY C|2E 7



A2 (Path) K

O pwd (print workﬂg dlrectory) HHOE Y5 29| working
directoryE =29l 4= UL}

O cd [ZEY] 5
O change directory
O =l9o| working directoryE HtH= HZHO .
O cd /home/user/docs/Letter.txt HOjFEA ,.‘

Y A AN a a A 1SN *




U 2/CIHAEL] L2

O Is (list): X} working directory0f| = 0t S22 HO =Lt

O Is-a(all): =4 Y= HEH =L}

e
O Is -l (long): It Q| AN MEE HOZC} 7 %

O mkdir (make directory)
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U 2/CIHAEL] L2 *

@
O mv (move): 8L} O|Ato| AL ME2 HEZ F7IC} oo
.

O Wheel2 sixj2|%|o| 3t2|C|2lE 7] S

O mv bulgom boolgom

O mv bulgom Wheel/bulgom D .




o Q/ClA Ea| THe x

o
O cp (copy): Lt 2= =AfetCt ﬁ%
N

O cp SourceFile TargetFile S

O cp SourceFile TargetDirectory

O cp -r SourceDirectory TargetDirectory ;& -




O cat ®
O cat a.txt b.txt AR
. DOD )
O atxt@} b.ixto] LHES ALY E O =L PSS
O cat -n a.txt

O Zt Ao H=
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Ct
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= (@)
O less
e @
O moreQ| O|™ H|O|X|2 0|5 4= U= HHA™ A
O 34 H 7|, Page Up, Page Down ALE 7ts ‘ gog 9
O
O more= Wt LHE THE 81052 2 2= BHH, lesse= XY .
H 0| X2t S0 & RS} Ox




e g &7 *

O wc (word count)

O mUO| F +, Eto] £, HIO|E 5 £

O
O grep (global regular expression print) &
O L+o|M 0| % of sigot= W& Fo
O] S017t= & =5 [y

POSIX extended regular expression



http://sparcs.org/seminar/attachment/leeopop-20110608-1.pdf
http://sparcs.org/seminar/attachment/leeopop-20110608-1.pdf
http://sparcs.org/seminar/attachment/leeopop-20110608-1.pdf
http://sparcs.org/seminar/attachment/leeopop-20110608-1.pdf
http://en.wikipedia.org/wiki/Regular_expression
http://sparcs.org/seminar/attachment/kuss-20110223-1.pptx




cling sparcs 4096 201 1-06-16 20:01 =a
drwsr—sur—x & cl 2021 b
—tw—tr—rtr— 1 cling sparcs 27 2011-06-16 20:34 cling. txt

drwsr—sr—x: 3




22 (Ownership)2t Mot (Permission)

o

ok =717 O S 0| 8Y = U= .
O read: otUo| LES & = Q
O write: I} Y-S HFR AL AbK|EH 4= QlC}
O execute: IIYS T2 OO Z N MAHS 4= QICt
s

O dutNyo= M MMA| Li= read/write #otS 74X CHEO|E2 read
4._43_“.'_*% 741,




Fix

22 (Ownership)2t Mot (Permission) X

O 2zt mYU/C|HER|= 37hX| 2ol Mt JHEICt
O Owner/User (X8 X})
O Group (&% &)

O Other (O 2|)



Fix

22 (Ownership)2t # ok(Permission) e

drwsr—xr—x 3 cling sparcs 4096 Z2011-06-16 20:0
drwsr—xr—x & cling sparcs 4096 2011-06-16 20:2
—rw-r—r— 11 cling sparcs 27V 2011-06-16 Z0- Ed cling.tut

oty Hot A Fd&(group)

2L XHowner)

Arwxrwxrwx

D
&)
=

an access right from other

an access right from group

an access right from owner
whether it is directory or not|
* r: read, w: write, X: execute, d: directory



Fix

22 (Ownership)2t Mot (Permission) X

O CHEZ2 4% 7|& ownershipl} permission@ 2 & X7 QCt
O “12{Lf Tt root A§C 2 CIE |FXE ot CIAEZE THEACT
=2 Siof & A O|LCt.

O chown (change owner): root2t0| ownerE HiZE = QULC}

O chown [owner] [filename]

O chown [:group] [filename]




Fix

22 (Ownership)2t Mot (Permission) X

o 2%
O chmod (u|g|o|a)(+|-)(r]w|x) files directory... Ny

O change mode f EX@ .,
O user(owner), group, others, all ’
O +& A X7}, - AT AK|

— H —
D r2 read, w= write, x= execute 7




Fix

22 (Ownership)2t Mot (Permission) X

O umask (user mask) \
oI |.OI/|:|E-IIEE| MMA HOE= 7|2 Aol A ‘, vggg |
O o MY J|BMoZ A WSS J4X|X| U=C}

O $ umask u=rwx,g=rwx,0= ‘\
\

) ¢ i
D TTIKU




22 (Ownership)2t # ok(Permission) e

O Octal notation (=absolute mode, 8%l R E)
O Zt Ea{A 9| permission= LIEIL = rwx 32 AtE 2%l 3X}E2| &2 E
ot =Xt2 3l 4510 8Xl+= '—fEfLH" A

O chmod 664 myfile  -> rw_rw_r__
O tFumask HHO 0= R5t= ATl 89 H5

}Q}%\” $

\'
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2 (Ownership)2} #akH(Permission) £

;
fujo

s REO A= MSDOHE Zt

O setuid, setgid, sticky bit



22 (Ownership)2t Mot (Permission) X

O setuid (set user ID upon execution)
O Symbolic:  ownerQ| x ZHE(AJM ZHE)Y S22 HHA

O Octal: 40002 A s

O setgid (set group ID upon execution)

O Symbolic:  groupl| xEHE (MY EE)0f| S22 HH




Fix

22 (Ownership)2t Mot (Permission) X

O In (link): 23 & M/MolC}

. . _ - N\
O Symbolic (soft) link: O{tH CIE o] A= E 7i2|7|= ot | Dog i
O In -s test.txt hello.txt
L J
O cat hello.txt ‘g

O testtxtE& AlK|Sl= 42 hellotxt= £E2X|=0| =L} \\ Py




A1 22| Job Control) S

O Z|SA0AM BHO{(command)s L& O|Ct.
O Is= bin0j| XAtEl I}FYU0| 3, MCHAZ Q! /bin/lsZ WA AlsHsH 2 o}
O M= RE2[EZE MSotHd™ HHEON7} MHE= 7|2 C[HER

O 2Lt IOl 7| ClHER| 0] QICHH HHOE RS 4 gt
7t 2 Elct

O echo $PATH



ot4 B (Environment Variable) x

O S$SHELL, $PATH = 29| 2tA

—

&
i

O 3h4 B3~ (environment variable) ’
O 2 mRAAT} BESHE WYY IBE NKE US S ak
O $SHELL: &l =2 12H0| Q||
O $PATH: €0| HHOS AM3lE 7|2 4= L 5
o o

2XtE e E8sle BHO{Ql echoE 0[83}0] =olgt = Ut N e

b | AN




T2 M| (Process) e

O IZ=EN2: AFH oM SEXoz Mg Qe 2ol oz
L=

=] [
O mE2let CjAa Ze X SHHE|Of 7|0 # Zolats s mazaHMo
M 22| otCt

O CtEREZZNHME I ZMAO|LCE ‘\
)
Hai0{ 7} Qlad | Ao|gt=




Z 2 M| (Process) e

0 H2 m=MAE foreground?t backgroundZ LE+0{ 22| SHC}

—

O Foreground

O RAOA =50 AHS s Z2MH

278NN oo
0 HHO = 7|2™H 2 2 foreground 2 *E"C'é'jE,_l S =2 / background2 I—I§}EI/ OmEN
O Foreground?t £tk 20{|0F ME2 & E dHte Al T2 O EJF EHEIC)

O Background
O FXMOA EOX|X| Gf=Cf




N3 nl

AR 22| (Job Control)

O Ztzio| Rtols nHSL= MAIS jobspec (job specification)O|2t 1 St %E 0|
=0 BEA|TICE
O JHH ZAUBMDIL 101 22

o Foregroundjob Sl

A= Q -
S0 Ctrl+ZE S2H LA™ X|(suspend)=| 1 2 ZE HE |G<>D
= O ZtCt.
O
O bg [jobspec] - HX|& %S

= backgroundZ X A|&FSHCE
= ¢iXj| foreground job2 2 X A|ESIC}

O fg [jobspec] -




I 2 M| (Process)

ps
PID TIME COMMAND
1663 pp3 0:01 -bash

1672 pp3 0:07 emacs

1676  pp3 0:00 ps

PID - Proces [ used to kil @ process) TIME - CPU time used so far
TTY - Controlling terminal COMMAND - Command running
STAT - Stote

O PID: T2 M| A ID(HD)

O TTY: =3 0|2 (background G| =2 EO/E0| GiE)
O STAT: T Z M| 29| MEl (Sleeping / sTopped / Running)
O TIME: ZE2 M A7} AFESH CPU A2t

O COMMAND: T2 MAE AldTH HEHO




e bsh@we 201, kaist, ac ke ~ eee

top - 20:46:30 up 4 days, 3:56, 2 users, load average: 0.00, 0.00, 0.00
Tasks: 32 total, 1 running, 29 sleeping, 1 stopped, 1 zombie

Cpu(s): 0.0%us, 0.0%sy, 0.0%n1,100.0%1id, 0.0%wa, 0.0%hi, 0.0%si, 0.0%st
Mem : 8388608k total, 138304k used, 8Z49304k free, Bk buffers

Swap : Ok total, Bk used, Ok free, Bk cached

PID LUSER
root
syslog
messageb
root
root
root
bind
root
root
root
root
root
root
root
root
www-data
nobody

TIME+ COMMAND

init

syslogd

dbus -daemon
NetworkManager
MetworkManagerD
system-tools-ba
named

sshd

xinetd

sendmail -mta
ntpd

dhcdbd

gdm

cron

apachez

apacheZ

gmond
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http://jace.tistory.com/96
http://jace.tistory.com/96

AlZ1'2 (Signal) K

O Signal(Al=)
O T ZMAZH QAIAE S QI8HA EUj= ‘AT
O ID(HB)LF Name(0|2)O 2 LIELH £~ QIC}.
O Ctrl+Z2 L+ 20 mZ | A0 SIGTSTPO|2t= AlS It 7N LA X X| =LY,

mm Corresponding Event %%
n Interrupt from keyboard (ct1-c¢)
n Kill program (cannot override or ignore) %&
E Segmentatlun violation

18 sxcui | Teminate | Tmr signal

SIGCHI.D Ch||d stupped or terminated

SIGTSTP Stop untll next Stop signal from terminal
SIGCONT




A2 (Signal) X

O ZZNA0 A[DE EL{
o killZ¥ atof (ill, killall, skill...) ®
O A|2'20| YAIE|X| OB 158 SIGTERM(terminate)7} 7tA] Z2MAEZ F0|22 kill

.. e : N0
O kill [-signal name / -sigid] [jobspec / pid] PSS
O g =2 ZNAO A|I2EE 2UHCE
O kill 1234 °
O kill -TERM 1234 kill -KILL 1234 <

\_
o kil -15 1234 kill -9 1234 . -




A2 (Signal) X

O A|AH AMEE OfX|1 2012 E M+ sigid 1H 2| HUP(hang up) A|1'20|
AMAaRlo2 M EICH
O O] AaZ2 4 YE0M dHFQ 25 ZEZNAE SEAI7|2 2O0RS

O nohup [command] &
O O|ZA dAE HHO= SIGHUPS FA|SHC}



NES- R o

O shutdown

0 Al2HES HX|AF|E BHO]
Hao) Qe ALSRIO|A| AlABI0| SRECH: HAIXIS 2WC) A
422 L8R 23018 2R L8R
RIHE AZHYO| SEEIX| %S TR A, ABXIE BH SR}
H=2lo) HoFQl HIO|ES ClAZ0| KAL)

mount &0 Q= ZX|E unmount$HL} va

(o]

o
o
o
o
o




tar®} gzipg 0| 28}0] H=3}7 *

O tar
O Uxs}7| M o2 mjYL sttol MYUR K= HHO NL

O 2AZ == ob7| ?ISiME gz zip, bz2 S0O| AHE =Tt "I
|

O ZItMOoZ targz £ 2 22X f= mpao




tar@t gzip= O|&ot0 =0}/

O tar [cxvzf] filename
O c (create): &=35}7|

O x (extract): Y=Z7|

O v (verboie); XHOl KB ALSS

O targz Y4=5|7|

tar cvf filename.tar filel...

gzip filename.tar

O targz SHHO| ¥=5}7|

tar cvzf filename.tar filel...

! JD O D‘/L,

D<>D



SSH (Secure Shell) e

O ssh
O 4 AFHO| CHFSHA H&5510 2ot MAS & = YA siF= Bt 2
ol =2 EZ/QIHE0|A

O 2|5A0AS 2 OpenSSH 2210 E 7} ALB (M) I e
O ssh penguin.example.net :
0 25 E 2238} H penguinexample.netO|2t= 7 HEEO 200810 &l ZTEXE r.

7} LbEitet 5




Qe EFLE 2 X} (Wildcard Character) 3%

O oiL} O| Q| CHE EXIE &AL
O * (YH, asterisk): 2XFE0|| Q

AN
O ? (28 H, question mark): O{™ ot 7§o| EXAtE A4

O run* — run, runs, running, runner, runners...

O ?at - bat, cat, eat, fat, hat, rat...




m}O| = (Pipe) | K

O 57§ 0l BHOE Io|Z2 AZ
O o HHO{ Q| outputO| CHE HHO|Q| inpute =2 AHZAEICE
O Is-l|less MOl
A\
O Is-l HHOS| =0 less FHOQ| o= HAEL %
O oiif &g ClHEZ|0f U= I HMEEE oF HO|X|Y EAM & 5= ULt
.
)

O ps | grep chrome

| = pa—




2| C| =l M (Redirection) x

O HOo|A= EEYEH(stdin), EZZ H(stdout), E=0]|2{Z= H(stderr)O| O|O|
Aol Tl otYolLt MK 2 K| HE[O QULCH.

O stdin-7|EE Q= Y, R

X DOD
O stdout, stderr - EL|E{0f| == & HO|d 7 D<>D ..
— -t . o~ .
O O|F Sdvot ALKt <, >, 2>F O|85t0] A X|’d(redirect)d o= UL 5
\

O mail mother < my_typed letter Y




HEH S|AEE| (History Expansion)

A OtL|el ol AE2| = H’SE%

=
—

HEH HEZ SIOX]

10




Reference B

o

O 0 0O

p://stone.packrush.com/sunftaq/h000
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http://www.utm.edu/organizations/tsa/Books/(OReilly) Running Linux, 4th Edition.pdf
http://www.gnu.org/software/bash/manual/bashref.html
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